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About me… 

Assist. Prof. @ TU Delft, Cyber Security Group 
 
PostDoc @ TU Delft, 2010-2014 
PhD @TU Delft, 2010 
BSc and MSc @ITU, Istanbul, 2002, 2005 

•  Blockchain and Logistics 
•  3TU Big Software on the Run 

•  FET Signal Processing in the Encrypted Domain 
•  STW Kindred Spirits 
•  Dutch/COMMIT Trusted Healthcare and Extreme 

Wireless Sensor Networks 

Secure Signal Processing, Privacy Enhancing Technologies 
MPC, Applied Cryptography 
 
CSng and ICTng core member  
Blockchain Lab 
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Outline 
 
Biometric Data and Privacy 
 
Case Study: Secure Face Recognition 

 Homomorphic Encryption 
 Secure Comparison Protocol 

Cryptographic Challenges 
 
Opportunities 

4 Challenge the future 

Biometric Data? 
•  Surveillance for security 

• Automated healthcare 
monitoring 

•  Identification/Detection 

• DNA sequencing    
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5

Privacy Problems 

6 Challenge the future 

Wearable Devices 
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Setup 

Securing wearables for use in the medical cloud 

Wearable Smartphone Vendor 

8 Challenge the future 

Setup 

Securing wearables for use in the medical 
cloud 

Wearable Smartphone 
Vendor Hospital 

Doctor 
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9 Challenge the future 

Privacy Recipe! 

• Awareness 
•  Education 
•  Laws and Regulations 
•  Scientific Solutions 

•  Anonymization 
•  Physical security 
•  Access control 
•  Cryptography 
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Privacy: New problem? 

• Different applications with a different security 
risk 
• Past:   
• (Confidentiality-Integrity-Authenticity) 
• Alice and Bob want to communicate securely 

• Present: 
• Alice and Bob want to work together but do 
not trust each other 

• Alice has private data, Bob has an (private) 
algorithm 
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11 Challenge the future 

Secure Face Recognition 

12 Challenge the future 

No 

Yes 

Criminal
? 

Criminal
? 

Face Recognition 
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Yes/N
o 

Criminal
? 

Criminal
? 

Criminal
? 

Respons
e 

Respons
e 

   ???  

Proposed Approach 

14 Challenge the future 

How? 

• Trusted third party 
 
• Cryptography 

• Cryptography 2.0 
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15 Challenge the future 

‘Normal’ Face Recognition (Eigenfaces) 
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Encryption 

• Destroys structure 
• Random looking data 
• Decryption key is required 

• Homomorphic Encryption 
•  Public key cryptosystems do reserve some structure 

18 Challenge the future 

Homomorphic Encryption 
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Homomorphic Encryption 

Paillier and DGK Cryptosystems Additively Homomorphic 
Cryptosystem 

Encryption 
Function 𝐾𝑝𝑢𝑏 

𝑎 𝑏 

,𝑏- ,𝑎- 

 
 

,𝑎 + 𝑏- 

Decryption 
Function 𝐾𝑝𝑟𝑖𝑣 

𝑎 + 𝑏 

𝑎 × ,𝑏- 

Encryption 
Function 𝐾𝑝𝑢𝑏 

𝑎 𝑏 

,𝑏- ,𝑎- 

 

 
 

,𝑎 + 𝑏- 

Decryption 
Function 𝐾𝑝𝑟𝑖𝑣 

𝑎 + 𝑏 

  ,𝑎-⨂,𝑏- 
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Paillier And DGK Cryptosystems 
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Paillier And DGK Cryptosystems 

𝑎 × 𝑏 = a + b   
𝐷𝐾𝑃𝑟𝑖𝑣 𝑎 × 𝑏 = a + b 

 

,𝑎-𝑐 = 𝑎 × ⋯× 𝑎 = 
 𝑎 + ⋯+ 𝑎 = ,𝑎. 𝑐- 

 
Example: 

 10+(3×a) – b + a 
 

,𝑎-𝑐 = ,𝑎. 𝑐- 

,10- × ,𝑎-3× ,𝑏-−1 × ,𝑎- 
Decryption 
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Secure Comparison Protocol 
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Secure Comparison Protocol 

110 

a 

001 

b 

Check if a > b 

z = 2𝑙 + 𝑎 − 𝑏 

𝑙 = 3 

1  z = 1000 + 110 − 001 = 1101 

2  t =  1101 − 1101 mod 1000
= 1101 − 0101
= 1000 

Answer =  2−𝑙 ∗ 1000 = 1 

001 

a 

110 

b 

Check if a > b 

z = 2𝑙 + 𝑎 − 𝑏 

𝑙 = 3 

z = 1000 + 001 − 110
= 0100 

t = 0100 − 0100 mod 1000
= 0100 − 0100
= 0000 

Answer =  2−𝑙 ∗ 0000 = 0 
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Secure Comparison Protocol 
(Cont.) 
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Secure Comparison Protocol 
(Cont.) 

[z-= ,2𝑙- ∗ a ∗ ,b-−1 

z = 1000 ∗ 110 ∗ ,001-−1

= ,1101- 

t = 1101 ∗ ,1101 mod 1000-−1 

Needs private key -> MPC 

110 
a 

001 
b 

Check if a > b 

z = 2𝑙 + 𝑎 − 𝑏 

1  z = 1000 + 110 − 001
= 1101 

2  t =  1101 − 1101 mod 1000  

Answer =  2−𝑙 ∗ 1000 = 1 

[110] 
a 

[001] 
b 

Check if a > b 

Da
ta 

Ag
gr

eg
ato

r 
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Secure Comparison Protocol 
(Cont.) 
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Secure Comparison Protocol 
(Cont.) 

Data aggregator Utility provider 

𝑘𝑝𝑢𝑏 , z = 1101 ,  
z mod 1000 =?  

𝑘𝑝𝑟𝑖𝑣,, 𝑘𝑝𝑢𝑏 

random number 𝑟 = 110 
(1) d = 1101 + 110 =

,10011- ,10011- 
Decrypt𝑘𝑝𝑟𝑖𝑣 𝑑  𝑡𝑜 10011 

10011 mod 1000 = 011 
Encrypt(011) = [011]= d 

 d = ,011- 

(2) 𝑧 𝑚𝑜𝑑 1000 = 𝑑 − 𝑟 =
011 ∗ ,110-−1 = ,−011- 

Need to check if d < r 

If d < r then 𝑧 𝑚𝑜𝑑 1000 = 
𝑑 − 𝑟 + 1000 =

−011 + 1000 = ,0101-   

Alice  Bob 
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Yao’s Millionaires' 
problem 

Which one has more 
money! 

Secure Multi-party Computation 

A =  how much 
money user1 has 

B =  how much 
money user2 has 

User1       if  A>B 

Equal       if  A=B 

User2       if  A<B 
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Improved DGK By T. Veugen[*] 

(Cont.) 

[*] Veugen, T. (2012, December). Improving the DGK comparison protocol. In Information Forensics and Security 
(WIFS), 2012 IEEE International Workshop on (pp. 49-54). IEEE. 

30

EPPCP
Numerical Results

Improved DGK[2]

EPPCP

2
Server 

Server 

Client 

Client 
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‘Normal’ Face Recognition (Eigenfaces) 
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Challenges 
Privacy Engineering 

• Application setting: 
•  Server-client 
•  Multiple servers-clients 
•  Cloud 
•  Different roles/parties 

• Cryptographic challenge 
•  Primitives: FHE, SHE, AHE, GC, SS 
•  Key management 
•  Dynamic environments 
•  Semi-honest, covert, malicious  
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Privacy Engineering 

•  Integers vs real numbers 
• Data expansion  
• Communication 

•  bandwidth 
• Computation 

•  expensive operations (thousand of bits) 
• Business model 

•  semi-trusted third party, auditing company... 
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E�cient and Secure Outsourced Computations
Toward Creating Trusted e-Healthcare System

Majid Nateghizad,

@ú
Zekeriya Erkin,

ú
Reginald L. Lagendijk

ú

@M.Nateghizad@tudelft.nl,

ú
Cyber Security Group, Department of Intelligent Systems, TU Delft, The Netherlands

Introduction

• Current healthcare system cannot cope with aging society.
• Healthcare systems can be improved significantly by using smart 

devices.
• E-healthcare helps to monitor and improve patients' well-being 

remotely using smart devices.
• However, it is necessary to protect private data in e-healthcare systems.
• Anonymization can be deployed, but not applicable in all settings.
• Data encryption is a promising solution to provide privacy since allows 

to process sensitive data.

Challenges

E-healthcare
Security

Performance 

Big data

Privacy

Architecture

Secure E-healthcare System

Key ManagerKey Manager

1 22 33

44

PatientsPatients Cloud ServerCloud Server Health Research InstituteHealth Research Institute

Cryptographic Challenges

• Multi-party setting
• Key management
• Security/privacy level
• Distributed databases

• Efficient building-blocks
• Comparison protocol
• Equality test
• Classification
• …

Achievements

Secure Equality TestSecure Equality Test

ImprovementImprovement

Department of Intelligent SystemsMajid Nateghizad, Cyber Security Group

Cloud Services 
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Thanks 

 
 
 
Special Thanks to 
 
Majid Nateghizad, Roderick Treskes, Thijs Veugen and Tomas 
Toft  


